AIMUHHUCTPALIUA HOBOCEJOBCKOI'O
CEJIBCKOI'O NIOCEJIEHUA
CUM®EPOIIOJIBCKOI'O PAUOHA
PECITYBJIMKHU KPBIM

INOCTAHOBJIEHHUE Ne 30

01 anpeas 2025 r. c. HoBocesioBka

00 yrBep:xxaennu bazoBoit moaen yrpo3 0e30nacHoOCTH
NEePCOHAIbHBIX JAHHBIX MPU UX 00padoTKe B HH(POPMALMOHHBIX CHCTEMAaX
agMuHucTpanuu HoBoce/I0BCKOIo CeJIbCKOro
nocesenust Cumgeponosbekoro paiiona Pecny0smmku Kpbim

B cootBerctBuu ¢ denepanbabiM 3akoHOM OT 06.10.2003 Ne 131-d3 «O06 obmux
MPUHITUIIAX OpTraHU3allMi MECTHOTO caMOyTpaBlieHUs», B coorBeTcTBUM ¢ DenepaibHbIM
3akoHOM OT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX JaHHBIX», OT 27.07.2006 roma Ne
149-®3 «O6 unbopmaru, WHOOPMAITMOHHBIX TEXHOJIOTHSIX M 3allUTe WH(POPMALIUNY,
PYKOBOJICTBYSCh YCTaBOM MYHHIIMIAIBHOTO o00pa3oBaHusi HoBocenoBckoe cenbckoe
nocenenne  Cumpepononsckoro padona Pecnybnuku  Kpbiv, aamusHHCTpanus
HoBocenoBcKoro cenbckoro noceyneHus

IHOCTAHOBJISAET:

1. YTBepauTh ba3oByio Mojenb yrpo3 0€30MacHOCTHA MEPCOHAIBHBIX JTAHHBIX MPU UX
00paboTke B MHPOPMAIMOHHBIX CHCTEMax aJAMUHUCTpanuu HOBOCEIOBCKOro CEIbCKOIO
nocenenust Cumdepononbekoro paiona Pecriyomuku Kpbim.

2. Hacrosiimee mOCTaHOBIEHHWE TMOJJICKUT OOHAPOJOBAHUIO B CETEBOM H3JaHUU
odurmanbHbI caiit HoBocenoBckoro cenbckoro nocenenus — HoBocenoBka aam.pd.;- Ha
noprane [IpaButenscrBa Pecnybmuku KpeiM, Ha ctpanuiie CumdepornonabCKoro paiona
simfmo.rk.gov.ru, B pasgene «MyHurunanpHeie o6paszoBanus CuMQeponobeKoro
paitonay, noapasnen «HoBocenoBckoe cenbckoe MoceaeHne»;- MHHOPMALMOHHOM CTEHJE,
PAacCIIONOKEHHOM BO3JI€ 3JaHWs aJIMHHUCTpauuyM 1o azapecy: c. HosocenoBka, yiI
Komcomonnckas, 26.

3. Hacrosiiee mocTaHOBIIEHHE BCTYMHAET B CUITY TIOCIIE €ro 0(hUIIMaIbHOTO OOHAPOI0BAHUS.
4. KoHTpOJIb 32 BBIMOJIHEHUEM HACTOSIIETO MOCTAHOBIEHUS! OCTABJISIIO 32 COOOM.

IMpeacenarens HoBoceroBCcKOro
CeJIbCKOI0 COBETA -IJIaBa AAMUHMCTPAIAU
HoBoceaoBCKOro ceJbCKOro nmocejgeHust B. . BojoBuaHuk



[Tpunoxenue 1
K MIOCTAHOBJICHUIO aIMUHUCTpAIUU

HoBOCEIOBCKOro CebCKOro MmoceIeHus
ot 01.04.2025 r. Ne 30

ba3oBast Moge/ib yrpo3 0e30macHoOCTH
NMEePCOHAIBHBIX IaHHBIX MPH UX 00padoTKe B MH(OPMAIMOHHBIX CHCTEMAX
agMuHucTpaunu HoBoces10BCKOro ceJibCKOro mocejaeHust
Cumpeponosbekoro painona Pecnyoankn Kpoeim

1. O0uIne moJI0KeHUsA

1.1. Hacrosmas basoBast Mojens yrpo3 6€30macHOCTH NEPCOHATBHBIX TAHHBIX MPU UX
00paboTke B MH(GOpPMAIMOHHBIX cucTemax (naiee — bazoBas Mojenb) aJIMHUHUCTpaIUU
HoBocenoBckoro cenbckoro nocenaeHus (J1anee — aAMUHUCTpaLKs) pa3padoTaHa Ha OCHOBE
@epnepanbHoro 3akoHa ot 27.07.2006 Nel52-®3 «O mnepcoHaNbHBIX JTAHHBIXY,
®enepanpHoro 3akoHa ot 27.07.2006 Ne 149-®d3 «O6 undopmanmu, HHPOPMaLIUOHHBIX
TEXHOJIOTHSIX U O 3amure uHpopmanum», [locranosnenus IlpaButensctBa Poccuiickoit
@®enepaunn ot 01.11.2012 Ne 1119 «O6 yTBepkneHun TpeOOBaHUNA K 3alIUTE
MEePCOHABHBIX JaHHBIX MPHU UX 00pab0oTKe B UHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX
nanaeix», 'OCT P 51275-2006. HaumonaneHblii ctangapt Poccuiickoit ®enepanuu.
3amura wuHopmanuu. OO0bekT uHopmaTuzanmu. DakTopbl, BO3ACHCTBYIOUIME HAa
uHdopmaruto. O6mme mnonoxeHuss (yTBepkAeH UM BBeAeH B jeictBue [lpukazom
PoctexperymupoBanus ot 27.12.2006 Ne 374-ct), TOCT P 56205-2014/IEC/TS 62443-1-
1:2009. Haunonanenslii cranaapt Poccuiickoit ®@enepanuu. CeTd KOMMYHUKAIIMOHHBIE
MIPOMBITIIUICHHBIE. 3alUIIeHHOCTh (KuOepOe3omacHocTh) cetu U cucrtembl. Yacts 1-1.
TepMHUHOTOTHA, KOHUENTYaJIbHbBIE TOJI0KEHHS U MOJIeNU (YTBEPXKAECH U BBEJICH B JCICTBUE
[Tpuxazom Poccrarmapta ot 10.11.2014 Ne 1493-ct), TOCT P UICO/MDK 27033-1-2011.
Hanuonansheiii  ctanaapt Poccuiickoit ®epepaumu. MHbopmalmoHHass TEXHOJIOTHA.
Mertons! u cpenctBa obecnieueHus 6e3onacHoctu. besomacHocTs cereit. YHacts 1. O630p u
KOHIIeNIMu (YTBEpKJIeH U BBeJeH B nelictBue [Ipukaszom Poccranmapra ot 01.12.2011 Ne
683-ct), T'OCT P 50739-95. CpenctBa BBIYUCIHTEILHON TEXHWKW. 3alluTa OT
HECAHKIIMOHUPOBAHHOTO JOCTyna K wuHpopmaiuu. OOIMe TeXHUYeCKHue TpeOoBaHUs
(mpunsT U BBeneH B aeictBue [loctanosinenuem ['occrangapra Poccun ot 09.02.1995 Ne
49), TOCT P 50922-2006. 3amura nndopmaruu. OCHOBHBIE TEPMUHBI U ONpPEICICHUS
(yrBepkneH u BBesieH B neiictBue [Ipukazom PoctexperynupoBanus ot 27.12.2006 Ne 373 -
ct), TOCT P 56545-2015. HaunonanbHseiii ctangapTt Poccuiickoit ®@enepanuu. 3ammra
uHpopmaruu. Ys3BUMOCTH HHGOPMAITMOHHBIX cucTeM. [IpaBuia onucanus ysi3BUMOCTEH
(yrBepkneH u BBeleH B neiictBue IIpukaszom Poccrangapra ot 19.08.2015 Ne 1180-cT),
I'OCT P 56546-2015. Hauumonanenslii ctanaapT Pocculickoit ®depepanun. 3amura
uHpopmanuu. Y43BUMOCTH HHPOPMalMOHHBIX cucTeM. Kilaccudukauus yszBUMOCTEN
nH(pOpMaAIMOHHBIX cucTeM (YTBEPKIEH U BBeeH B nerictBue IIpukazom Poccrangapra ot
19.08.2015 Ne 1181-ct), I'OCT P 56938-2016. Hammonansubii crangapt Poccuiickoi
@Oenepanuu. 3amurta  uHbopManuu. 3amMra UHQOpPMAIMU  NpPU  UCHOJIb30BAaHUU
TEeXHOJIOTHI BupTyanuzauuu. OOumme mnonoxeHus (yTBEPKIEH U BBEIEH B JICUCTBHE



ITpukazom Poccranmapra ot 01.06.2016 Ne 457-ct), TOCT P UCO/M3BK TO 18044-2007.
Nudpopmanmonnass TtexHojorusi. Metoasl W cpeinctBa oOecredeHus Oe30macHOCTH.
MeHemKMEHT WHIUMACHTOB WHGOPMAIMOHHONW Oe3omacHOCTH (yTBepxaeH I[Ipukazom
PoctexperynupoBanus ot 27.12.2007 Ne 513-ct), [OCT P UCO/MBK 15408-3-2013.
Hammonaneubiii  crangapt Poccuiickoit ®eneparuu. MuapopmarmionHass TEXHOJIOTHSL.
Metoasl u cpeacTBa oOecnedeHuss OezomacHOCTH. Kputepuu OICHKHM O€30MacHOCTH
uHpopMalmoHHbIX TexHonorui. Yacte 3. KommoHeHTHI noBepus K O€30MaCHOCTH
(yrBepxaeH [Ipukazom PoctexperynupoBanus ot 27.12.2007 Ne 513-c1).

1.2. ba3zoBas MOJieNlb COAEPKUT CHUCTEMATU3UPOBAHHBIN NEPEUYEHb YTPO3 U MEp IO
oOecrieueHUI0  0€30MaCHOCTH  IMEPCOHANBHBIX  JAHHBIX TpU UX 00paboTke B
UH(GOPMAIIMOHHBIX ~ CHCTeMaxX  aJMUHUCTpalMu. OTH  Yrpo3bl  OOYCIOBJICHBI
peHaMEepPEHHBIMU WU HEeTIpeIHAMEPEHHBIMU ICUCTBUSAMU (PU3UUECKUX JIHIL, ACUCTBUSIMU
3apyOexHBIX CIELCIyX0 WIM OpraHu3auuid (B TOM YHCIIE TEPPOPUCTUUYECKUX), & TAKKe
KPUMHHAJIBHBIX TPYNIHUPOBOK, CO3AAIOUIMX YCIOBHS (MPEANOCHUIKM) JJIi HapyLIEHUs
0€30IaCHOCTH MEPCOHANBHBIX JAHHBIX, KOTOPOE BEAET K YyIIEepOy >KU3HEHHO BaXKHBIX
MHTEPECOB TpaXkJiaH, oOIleCTBAa U TOCYyJapCcTBa M yTpaTe pabOTOCIOCOOHOCTH OPraHOB
rocyJapCTBEHHOM BJIACTU U MECTHOTO CaMOYIIPABJICHUS.

1.3. [na wueneir Hacrosmew ba3oBod MoOAenum NEpPCOHANBbHBIE  JaHHBIC
paccMaTpHUBAIOTCS KaK OJIMH U3 BUI0B UH(OPMAIMHU, OTHOCSIIEHCS K MPSAMO UJIH KOCBEHHO
ONpENEICHHOMY WM ompeneisieMoMy (Qu3nYeckoMy JHIy (CyOBEKTy NEpCOHAJIbHBIX
JTAHHBIX ).

2. O003HaYeHNs U COKPAIleHUS

B bazoBoii Mmojen NnpuMEHEHBI CIEIYIOIINUE COKPAIICHUS:
APM — aBromMaTu3upoOBaHHOE pabovee MeCTO;

AC — aBTOMaTU3UPOBaHHAS CUCTEMA;

[T1/In — mepcoHaIbHbBIC TAHHBIE;

NCIIu — naopMaliMoHHbIE CUCTEMBI IEPCOHANIBHBIX JaHHBIX;
MHMU — mamuHHbIe HOCUTENH HHPOPMALIUK;

HCJI — HecCaHKIIMOHMPOBAHHBIN TOCTYIT;

I1O — nporpamMMHOE 0O€CTIEUEHHUE;

CK3MU — cpenctBa kpunTorpapuyeckoi 3auuThl UHPOpMaLUK;
CBT — cpencTBo BBIUHCIUTEILHON TEXHUKH;

CYB/I — cuctema ynpaBiieHus 0a3amMul TaHHBIX.

3. TepMuHbI U onpeeIeHUA

B ba3oBoi moaenu npuMeHeHbl TEPMHUHBI B COOTBETCTBUU ¢ DenepabHbIM 3aKOHOM
ot 27.07.2006 Ne 149-®3 «O6 undopmaruu, HOOPMAITMOHHBIX TEXHOJIOTHSIX U O 3aIUTE
nndopmaruny, denepanbupiM 3akoHOM OT 27.07.2006 Ne 152-®3 «O mnepcoOHAIBHBIX
nanabix», 'OCT P 51275-2006. Hauumonanenslii ctangapt Poccuiickoit ®eneparum.
3amurta wuHpopmarmu. OObekT uHpopMartuzanuu. DakTOpbl, BO3ACUCTBYIOIIUE Ha
uHpopmaiuio. OOLME MONOKEHUS, a TAKKE CIEAYIOIINE TEPMUHBI C COOTBETCTBYIOUIUMU
ONPEICIICHUSIMU:



3.1. O6bexT nHbopMaTH3aALMU: COBOKYITHOCTh HH(OPMAIIMOHHBIX PECYPCOB, CPEICTB
U cucteM 00paboTku wWHGOPMAIMHN, WCIOIB3YEMBIX B COOTBETCTBHHM C 3aJaHHOU
MH(GOPMALIMOHHON TEXHOJIOTHEH, a TakkKe CPEeICTB UX 00ecredyeHHs, MOMEIICHUN WIIH
O0OBEKTOB (31aHUI, COOPYKEHHI, TEXHUYECKHX CPEACTB), B KOTOPBIX 3TH CpPEICTBA U
CUCTEMBI YCTAHOBJICHBI, WJIU MOMEIICHUH M OOBEKTOB, MPEAHA3HAYCHHBIX ISl BEIACHUS
KOH()HICHIIMATEHBIX ITEPETOBOPOB.

3.2. Cucrema 00paboTKM WH(MOPMAIUU: COBOKYMHOCTh TEXHUYECKHUX CPEICTB U
IPOrpaMMHOTO OOECIIEUYEeHHs, a TakKe METOJ0B 00paboTKu HHGPOpMALMK U ACHCTBUHN
nepcoHana, HEOOXOAUMBIX ISl  BBINOJHEHHS  aBTOMATH3UPOBAaHHOW  00pabOTKHU
uHpopMarmm.

3.3. TloOouHOE€ »3JIEKTPOMAarHUTHOE W3JIyYeHHE: DSJIEKTPOMArHUTHOE U3IyYeHHUeE,
Ha0Ir01aeMoe Mpy paboTe TEXHUUECKUX CPEACTB 00padOoTKH HHGOPMAIIUH.

3.4. Ilapa3uTHOE SIEKTPOMATHUTHOE H3IYyUYECHHUE: BJIEKTPOMArHUTHOE H3TyYEHHUE,
SIBJISIIOIIEECS] PE3yJIbTATOM MApPa3UTHON T'€HEpAlMK B SJIEKTPUUECKUX IEMAX TEXHUYECKUX
cpeAcTB 00padOTKH MH(MOPMALIUH.

3.5. HaBeneHHbBI B TOKONPOBOASAIIMX JIMHEMHBIX 3JIEMEHTAX TEXHUYECKHX CPEICTB
CUTHAJ; HABOJIKA: TOK M HaNpsSHKEHUE B TOKOIMPOBOASIIMX JJIEMEHTAX, BbI3BAHHbBIC
AJIEKTPOMArHUTHBIM U3TyUY€HUEM, EMKOCTHBIMU Y HHAYKTUBHBIMU CBS3SIMH.

3.6. 3aknagodHoe CcpeacTBO (YCTPOMCTBO): TEXHUYECKOE CPEACTBO (YCTPOUCTBO)
npuema, neperadyd M oO0padOTKM HMH(OpMaLUU, MPEIHAMEPEHHO YCTaHABIMBAaEMOE Ha
00BbeKTe MH(POPMATU3AITUN WIH B KOHTPOJIUPYEMOU 30HE B LIEJISAX MepexBara nHopmanuu
WIM HECAaHKIIMOHWPOBAaHHOTO BO3JEWCTBHS Ha wuHbopMmaimioo U (WIU) Ppecypehl
aBTOMATU3UPOBAHHON MH(POPMAIIMOHHON CHCTEMBI.

Mectamu yCTaHOBKH 3aKJIaJJOYHBIX CPEACTB (YCTPONCTB) HA OXPAHIEMOUN TEPPUTOPUHI
MOTYT OBITh JIOOBIE DJIEMEHTHl KOHTPOJHMPYEMOW 30HBI, HAMpPHUMEp: OTpaxkICHUE,
KOHCTPYKITUHU, 000pYZ0BaHHUE, MPEIMETHI UHTEPbEpa, TPAHCIIOPTHHIE CPEICTBA.

3.7. IlporpammHas 3aKjajka: MPEIHAMEPEHHO BHECEHHBIM B IPOTrPaMMHOE
oOecrieyeHne (PyHKIMOHANBHBI OOBEKT, KOTOPBIA MpPU OMNPEAEICHHBIX YCIOBUSIX
WHULIMUPYET  pealiu3alldio  HEACKJIAPUPOBAHHBIX  BO3MOXHOCTEH  MPOTPAMMHOTO
oOecnieuenus. [lporpammuas 3aknanka MOKET ObITh peajM30BaHa B BUAE BPEIOHOCHOU
MPOTpaMMbl WJIM MPOTPAMMHOTO KO/J1a.

3.8.  HepnekinapupoBaHHbIE  BO3MOXXHOCTH  (NIPOTpaMMHOTO  oOecriedeHus):
(yHKIIMOHATBLHBIE BO3MOXKHOCTU TMPOTPAMMHOTO OOECHeYeHHs, HE OIMCAHHBIC B
JOKYMEHTAIINH.

3.9. BpenoHocHas mnporpamma: mOporpamma, HCHOJIb3yeMasi sl OCYIIECTBICHUS
HECaHKIITMOHUPOBAHHOTO JIOCTyNa K WHGOpMary u (WI1) BO3ACHCTBUS HA MH(HOPMAIIHIO
WJIM PEeCypChl aBTOMATU3UPOBAHHON MH(GOPMAIIMOHHON CUCTEMBI.

3.10. (KoMmbroTepHbIit) BUPYC: BPEIOHOCHASI MPOTPaMMa, CITIOCOOHAsI CO3/1aBaTh CBOU
KOIHH U (WJIH) IPYTHUE BPEIOHOCHBIE TPOTPAMMBL.

3.11. KomnproTepHas ataka: 1eJieHalpaBI€HHOE HECAHKIIMOHUPOBAHHOE BO3/ICHCTBUE
Ha HUHPOPMAIMIO, HA PECYpC aBTOMATHU3UPOBAHHOW HWH(POPMAIIMOHHOW CHUCTEMBI WJIU
MOJTYyYE€HHE HECAHKIMOHUPOBAHHOIO JIOCTyIAa K HUM C MPUMEHEHUEM MPOTrpaMMHBIX WJIU
IPOrpaMMHO-aNMNapaTHbIX CPEACTB.

3.12. CereBas araka: KOMIIBIOTEpHAs aTaka C WCIOJIb30BAaHUEM IPOTOKOJIOB
MEKCETEBOTO B3aUMOJCHCTBUS.



3.13. [IporpammHO€e BO3A€HCTBUE: HECAHKIIMOHUPOBAHHOE BO3/ICHCTBUE HAa PECypChbl
aBTOMATHU3UPOBAHHONW MH(DPOPMAIIMOHHONW CHCTEMBI, OCYIIECTBISIEMOE C HCIOIb30BaHUEM
BPEJOHOCHBIX MPOTPaMM.

3.14. Mepb! 3amuThl HHOOPMAITUHU: OPTaHU3AITMOHHBIC (B TOM YHCJIE YIIPABICHUECKIE)
U TEXHUYECKHE MEphbl, NpPUMEHsSEMble JUIs 3alluThl WHGOpMalNUU U OOecreyeHus
noctynHocTa AC.

3.15. Texnuueckas Mepa 3amUThl HHDOpMaIMMU: Mepa 3alUThl HHYOPMAIIHH,
peanu3yemasi € TIOMOIIBIO TPUMEHEHHsS amnmnapaTHbIX, MPOTPAMMHBIX, alapaTHO-
IPOrPAMMHBIX CPEJICTB U (MJIH) CUCTEM.

3.16. OpranuzanudoHHas Mepa 3alUThl HHQOpPMALMU: Mepa, He SBISIOIAsACA
TEXHUYECKON Mepoi 3aummThl HHPOpMAlUM, TpeaycMaTpuBaronias yCTaHOBIICHUE
BPEMEHHBIX, TEPPUTOPUATIBHBIX, MPOCTPAHCTBEHHBIX, MPABOBBIX, METOANYECKUX U MHBIX
OTpaHUYCHHI Ha yCIIOBUS UCIIOJIb30BAHUS U PEKUMBI pab0Thl 00bEKTa HH(POPMATU3ALINH U
(MM) UHBIX CBSI3aHHBIX C HUM OOBEKTOB.

3.17. Cuctema 3anmThl MH(OpPMALMU: COBOKYIHOCTh MEp 3aIUThl MH(POpPMALUH,
MPUMEHEHUE KOTOPBIX HAMPABIEHO HA HEMNOCPEACTBEHHOE OO€eCleueHrne 3aliuThl
nH(pOpMauu, MPOLIECCOB MPUMEHEHUS YKa3aHHBIX MEp 3allUThl HHPOpPMaLUU, pECYPCHOTO
U OpPraHU3AlMOHHOIO O0ECHeYeHHs, HEOOXOAUMOTo JUIsl MPUMEHEHHS YKa3aHHBIX MEp
3aIUThl UHPOPMAIUH.

3.18. Cucrema opraHu3aly U yOpaBJICHHs 3alIMTOM MH(GOPMAIMU: COBOKYITHOCTh
Mep 3alluThl HHpOpMAIHU, TPUMEHEHNE KOTOPBIX HAMPABIECHO HA 00ECTICUEHHUE TTOTHOTHI
M KauyecTBa 3alllUThl MHGOPMAIIMH, MPEAHA3HAYEHHBIX IS [JITAHUPOBAHUS, peau3alllii,
KOHTPOJISI U COBEPLICHCTBOBAHUS MTPOLIECCOB CUCTEMBI 3aIUThHI HH()OPMALIUH.

3.19. OOwekt wuHbOpMaTU3AIUU aAAMUHUCTpAMK (O0OBEKT WHOOpPMATH3ALNN):
COBOKYMHOCTh 0OBEKTOB U PECYPCOB JIOCTYIIA, CPEJCTB U CUCTEM 00pabOTKH MH(POPMAIINH,
B ToM uncie AC, UCTIONB3yeMBIX I oO0ecniedeHrs nHpopMaTH3aIii OU3HEC-TIPOIIECCOB U
(WJIM) TEXHOIOTUYECKUX MPOIIECCOB aIMUHUCTPALIMH, UCTIOIb3YEMBIX ISl TPEAOCTABIICHUS
YCHYT.

3.20. TexHOJOTrMYECKH Mpolecc aAMUHUCTPALMH (TEXHOJOTHYECKHM MPOIece):
Ha0Op B3aMMOCBSI3aHHBIX omepauuid ¢ uHpopmamued u  (WiM) OObBEKTaMU
nH(pOpMaTU3aLMK, UCIOJIb3YEMbIX NpHU (YHKIMOHUPOBAHWUU AJAMUHUCTPALMHU U (HWIIN)
HEO0OXOAMMBIX JJIs TPEAOCTABIICHUS YCIIYT.

3.21. OOwekT noctyna: OOBEKT WH(POPMATU3AIMHU, TMPEICTABISIOMNUA COOOM
anmapaTHoe CpEeACTBO, CPEACTBO BBIYMCIUTEIBHOW TEXHUKA W (WIHM) CETEBOE
o0opynoBaHue, B TOM uncie Bxoasmue B coctaB AC aJMUHUCTpAIUH.

B cocTtaBe 0OCHOBHBIX TUIIOB OOBEKTOB JOCTYIa pACCMATPUBAIOTCS:
— aBTOMaTU3UpPOBaHHbIE paboune mecta (APM) monb3oBaTenei;

— APM 3kcmtyaTallHOHHOTO MEPCOHANIA;

— cepBepHOE 000PYI0BAHNUE;

— CeTeBOE 000PY/I0BAHMUE;

— CHUCTEMBbI XpaHCHUS TaHHBIX;

— anmapatHbie Moyu 6e3onacHoctd (HSM);

— YCTpOMCTBA NeYaTH ¥ KOMUPOBAaHUS UHPOPMALIUU.



3.22. Pecypc  pocrynma:  0o0BeKT  HMHpOpMATHU3alUH,  MPEACTABISIOUIUN
co0o¥t COBOKYMHOCTh HHGpopMarmu 1 mporpammaoro obecrneuenus (I10) obpabotku
uH(bOpMaInu.

B cocTaBe OCHOBHBIX TUIIOB PECYPCOB JIOCTYIIA PACCMATPUBAKOTCS:

—AC;

— 0a3bl JaHHBIX;

— ceTeBble (haiIoBbIE PECYPCHI;

— BUPTYyaJIbHbIE MAlIMHBI, IPEAHA3HAYEHHBIC JIJISI Pa3MEIEHUsI CEPBEPHBIX KOMITIOHEHTOB
AC;

— BUpTYyaJbHbIC MAIlIMHBI, TIpeIHa3HaYeHHbIC I pa3MelneHuss APM monb3oBaTeneit u
AKCILTYyaTaIMOHHOTO MEPCOHAIA;

— pecypchl IOCTyIIa, OTHOCAIIMECS K CEpBUCAM JIEKTPOHHOM MOYTHI;

— pecypcsl f1ocTyna, oTHocamuecs K WEB-cepucam anMuHuCcTpanuu B cetu IHTEpHET.

3.23. KoHtyp 0€30MacHOCTH: COBOKYIHOCTb OOBEKTOB HWH(pOpMaTH3AILINH,
onpenensieMasl 001acTbio NpuMeHeHus: bazoBoil MOJeNnH, NCIIONB3YEMbIX JUISl peann3alun
OM3HEC-TIPOLIECCOB U (MJIN) TEXHOJIOTMYECKUX MPOLECCOB aIMUHUCTPALIUU €IUHOMN CTENEHU
KPUTUYHOCTH (BaXXHOCTH), JIJIs KOTOPOUM aJIMUHUCTPAILIUECH MPUMEHSIETCS €IMHAs TIOJIUTHKA
(pexxum) 3anmuThl uHGOpManuu (eAUHBIN HaOOp TpeOoBaHUIT K 00ECTICYCHUIO 3alUTHI
uH(pOpMaIun).

3.24. YpoBeHb 3alUThl MH(OpPMALMU: ONPEAECICHHAs] COBOKYIHOCTh MEp 3allUThI
uHopMaIK, BXOJAIIMX B COCTAaB CHUCTEMBbI 3alIUThl WHOOpPMAIUU M CHCTEMBI
aIMUHUCTPAIIMM ¥ YIPaBJICHUS 3allUTON WHGOpMAIMKU, MPUMEHSIEMBIX COBMECTHO B
mpejenax KOHTypa O€30MacHOCTH JUIsl pealn3aldy  TMOJUTUKH (PeKUMa) 3allUTh
uH(pOpMaIMK, COOTBETCTBYIONICH KPUTUYHOCTH (BaXKHOCTH) 3allUIaeMoil MHQpOpMaluu
OM3HEC-TIPOLIECCOB U (MJIM) TEXHOJIOTMUECKUX MPOIIECCOB aIMUHUCTPALIIH.

3.25 ®wuznueckuii AOCTyn K O0BEKTYy goctymna ((HU3MYECKUH MOCTYI): IOCTYIN K
00BEKTYy J0CTyNa, BKJIKOYAas JOCTYH B IMOMEILIEHHWE, B KOTOPOM pPACIOJIOKEH OOBEKT
J0CTYyIa, TO3BOJISIFOLUIMI OCYIIECTBUTH (PU3MUECKOE BO3ACHCTBUE HA HETO.

3.26. Jlornueckuid JOCTYIl K pecypcy JocTyna (JTOTMYECKUU AOCTYI): JOCTYI K
pecypcy JAocTtyna, B TOM YHCIE€ YAAJCHHbIM, pealu3yeMblii C HCIOIb30BaHUEM
BBIYMCIUTEIBHBIX CETEH, MO3BOJISIIONIMMA, B TOM 4HCIE 0e3 (PU3MYECKOro JOCTyIa,
OCYLIECTBUTh AOCTYN K 3alluMIIaeMoil HH(OpMaluy WM BBINOJIHUTH OINEpaluuu I0
00paboTke 3anmiaeMon nHpopmaru.

3.27. CybObekr pgoctyna: paOOTHUK aJIMHHHCTPAllMA WX HWHOE JIMIIO,
OCYIIECTBISIOMUN (PU3HMUECKUI U (MJIK) JTOTUYECKUA JOCTYI, WU MMPOTPAMMHBIN CEpPBUC,
OCYILECTBIISIOIINN JIOTUYECKUN TOCTYII.

B cocTtaBe OCHOBHBIX THUIIOB CYOBEKTOB JOCTYIIa pACCMATPUBAIOTCS:

— TI0JIB30BATENN — CYOBEKTHI IOCTYIIA, B TOM YKCJIE TOJIH30BATEIN MYHHUIIUTIAIBHBIX YCIYT,
OCYIIECTBIISIOLIUE JOCTYN K 00BbEKTaM U (W) pecypcaM J0CTyNa ¢ LEIbI0 UCTIOIb30BAHUS
MYHULIMOAIBHBIX ~ YCIYT, TPEAOCTABISEMbIX HHGOPMAIMOHHOW HWH(PpACTPpyKTypoi
aIMUHUCTPALINH;

— DKCIUTYyaTallMOHHBIM TMepcoHal — CYyOBEKThl JIOCTyNMa, B TOM YHCIE MPEICTABUTEIU
NOJPSHBIX OPraHU3alid, KOTOPBIE PEIaOT 33/1a4yu 00ECIIeUeHHs dKCILTyaTaluu U (WIIn)
aAMUHUCTPUPOBAHUSA OOBEKTOB U (MJIM) PECYpCcOB JOCTyMa, JJsi KOTOPBIX HEOOXOIUMO



OCYUIECTBJIEHUE JIOTHUECKOT0 J0CTYyMa, BKIIOYas 3a/lauu, CBA3aHHBIE C dKCIUTyaTalued u
aIMUHUCTPUPOBAHNEM TEXHUYECKUX MEP 3aIUTH HHPOPMAIIHH;

— TEXHUYECKUM (BCIIOMOTraTeIbHbIN) MEpCOHAl — CYOBEKThl JOCTyla, B TOM YHCIIE
MPEeICTaBUTENHN MOAPSTHBIX OpraHU3aIIHii, pelIalolre 3a/1a4H, CBsI3aHHbIE C 00eCTIeUeHUEM
JKCIUTyaTallid OOBEKTOB JOCTYIa, JJs BBINOJHEHUS KOTOPBIX HE Tpeldyercs
OCYLIECTBJIEHUE JJOTUYECKOTO TOCTYTA, WU BBITOIHIIOUIUE X03UCTBEHHYIO A€ TENbHOCTD
U OCYLICCTBIAIOIINE (PHU3UUECKH JocTynm K oOBeKTaM JocTynma 0e3 Wend Hx
HEMOCPECTBEHHOTO UCIIOJIb30BAHUS;

— TPOrpaMMHBIE CEPBUCHI — MPOLIECCH BBIMOJHEHUS MPOrpaMm B HHGOPMAIMOHHON
UHQGPACTPYKTYpPE, OCYIIECTBIISIIOLINE JIOTHUECKHUH TOCTYM K pecypcam J0CTyma.

3.28. ABTopu3alus: IpOBEpKa, MOITBEPKACHUE U MPETOCTABICHHUE IIPAB JIOTUYECKOTO
JI0CTyIa TP OCYIIECTBICHUH CYObEKTaMU JOCTYIA JIOTHUYECKOTO JIOCTYTIA.

3.29. Unentuduxanus: OpUCBOECHUE IJi1 OCYIUECTBJICHUS JIOTUYECKOTO JIOCTYyIa
CyOBbeKTy (00BEKTY) JOCTyNa YHUKAIBHOTO MpU3HaKa (MAeHTUPUKaTOpa); CpaBHEHUE TIPU
OCYILIECTBJICHUU JIOTUUECKOTO JIOCTYNAa, MPEABIBIAEMOr0 CyObEKTOM (0OBEKTOM) IOCTYyTIA
UJeHTU(UKATOPa C IEPEYHEM TPUCBOEHHBIX UACHTU(PUKATOPOB.

3.30. AytenTudukanus: MpoBepka IMPU OCYIICCTBICHUMU JIOTHYECKOrO JOCTYyIIa
MPUHAJIEKHOCTH CYOBEKTY (0OBEKTY) JOCTyna MpEeAbsSBICHHOTO UM HIEHTU(UKATOpa
(moaTBEpKACHUE TOJIUHHOCTH).

3.31. Peructpanus coObITHIA 3a1IUTHI HHPOPMALIMH (pErUCTpaLysl): PUKCcaIUs JaHHBIX
O COBEpIIEHHBIX CYOBEKTaMU JOCTYIa JEUCTBHUSIX WM JIAHHBIX O COOBITHUSAX 3alllUThI
uHdopmaIuu.

3.32. VYdyerHas 3amuch: JOTHYECKUU OOBEKT (MHGOpMaIMs), CYIIECTBYIOIIMA B
npenenaax OJHOTO WJIM HECKOJbKHUX PEecypcoB AOCTYNa U MPEACTaBISAIONMN CyObeKTa
J0CTyTIa B €ro (uX) mpejenax.

3.33. TexHuueckass ydyeTHas 3alUCh. YYETHas 3aluCh, MWCHOJIb3yeMas IJis
OCYULIECTBJIEHUS JIOTHYECKOTO J0CTYyNa MPOrPaMMHBIMU CEPBUCAMU.

3.34. TlpaBa JTOrU4YeCKOro JI0CTyma: Habop MECUCTBUMN, pa3pEeIICHHBIX JIJISl BHITTOTHEHUS
CyOBEKTOM JOCTyla HaJ pecypcoM JO0CTyla C MCHOJIb30BAHUEM COOTBETCTBYIOLIEH
YYETHOM 3aIKCH.

3.35. Ponp joruueckoro npocrymna (pojb): 3apaHee ONpeAesieHHass COBOKYITHOCTb
GyHkuUMii W 3a7a4  CyObEeKTa JOCTyma, JUIsl BBIIOJHEHHS KOTOPBIX HEOO0XO0IuM
onpeeeHHbI Ha0op MpaB JIOTMYECKOro 10CTYMA.

3.36. Poub 3amuThl nHGOpMAIIMH: 3apaHee OMpeIesieHHass COBOKYITHOCTh (PYHKITUHN U
3amay CcyOBeKTa J0CTyna, B TOM 4YHCIEe pPAOOTHUKA aIMUHUCTpAIMH, CBS3aHHBIX C
MPUMEHEHUEM OPTAaHU3AIMOHHBIX U (W) TEXHUYECKUX MEp 3allUThl HHPOPMAIIUH.

3.37. JleranpHblil CyOBEKT IOCTYIA: CyOBEKT JOCTYTa, HAJAeICHHBINA aIMUHUCTpaLuen
MOJIHOMOYHSIMH Ha OCYLIECTBIIEHUE (PU3NYECKOTO U (MIJIN) JIOTUYECKOTO JIOCTYTIA.

3.38. AyrenTudukanoHHbIe JaHHBIC: TAHHBIE B II000H (popme 1 Ha TI000M HOCUTETIE,
M3BECTHBIC WK IPUHAJICKAIINE JIETAIbHOMY CYOBEKTY J0CTYyNa — JIETAIbHOMY BJIAJI€IbILY
ayTEeHTU(PUKALMOHHBIX JaHHBIX, WA JaHHbIC, KOTOPHIMU OO0JalaeT JeralbHbIi CyObEeKT
J0CTyIa, MCHOJb3yeMble IS BBIIOJHEHHUS TNPOUEAYPhl ayTEeHTU(UKAIMU MpU
OCYIIECTBJIECHUH JIOTHUECKOTO I0CTYTA.

3.39. Komnpomeranus ayTeHTU(PUKALUOHHBIX JIaHHBIX: COOBITHE, CBSI3aHHOE C
BO3HUKHOBEHHUEM  BO3MOXKHOCTH  HCIOJIb30BAaHUA  AYTEHTU(DUKAMOHHBIX  JAHHBIX



CYOBEKTOM, HE SIBJIAIOIIMMCS JIETAIbHBIM BIIAJIENbLIEM YKA3aHHBIX ayTEHTU(UKALNOHHBIX
JTaHHBIX.

3.40. ®axTop ayreHTHUKANU: OJIOK JAHHBIX, UCTIOJIB3YEMbBIX MPU ayTEHTHU(PUKAIIUN
cyOBeKTa Wi 00BbEKTa AOCTYTIA.

®daxTopsl ayTeHTU(DUKAIIMH MTOAPA3ICISIOTCS Ha CIASAYIOUINE TPH KaTerOpUu:

— YTO-TO, YTO CYOBEKT HJIM OOBEKT IOCTYIa 3HAET, HAIPUMEp MapOJIU JIETaTbHBIX
cyowsektoB noctymna, [IMH-kombr;

— YTO-TO, YEM CyOBEKT WIN OOBEKT JOCTyIa 00J1a/1aeT, Hal[pUMEpP JAAHHBIE, XpAaHUMBIE
Ha MEPCOHAIBHBIX TEXHUYECKUX YCTPOMCTBAX ayTEHTU(UKALIMU: TOKEHAX, CMApT-KapTax U
UHBIX HOCUTEIIAX;

— YTO-TO, 4YTO CBOWCTBEHHO CyOBEKTy WM OOBEKTY JOCTyIa, HalpuMmep
OMOMeTpHUYECKUE JaHHbIE (PU3NUECKOTO JIUIA — JIETAIBHOIO CyObEKTa 10CTYyIIA.

3.41. OpHodaxkTopHas ayTeHTU(UKAIMSA: ayTeHTU(UKALMS, IS OCYLIECTBICHUS
KOTOPOM UCHOJIb3yeTCsl OUH (PaKTOp ayTeHTU(PHUKALNU.

3.42. MHuorodaktopHas ayTeHTHU(UKALUS: ayTeHTU(PUKALMs, ISl OCYIIECTBICHUS
KOTOPOM UCHOJIb3YIOTCS ABa U O0Jiee pa3InyHbIX (DAKTOPOB ayTEHTU(PHUKALINH.

3.43. JIByXCTOpPOHHSAsSI ayTE€HTU(UKAUUs: METOJA ayTeHTU(UKAIUU OOBEKTOB U
pEeCypcoB  JOCTyINa, OOECHEeYMBAIOIIMK  B3aUMHYIO IPOBEPKY MPUHAMICKHOCTH
MPEAbIBICHHBIX O00BEKTOM  (pecypcoM) JocTyna HUASCHTU(UKATOPOB TMpPU  HX
B3aMMOJICHCTBUMU.

3.44. CobblITHe 3a1UTHl THPOPMALIUU: UACHTUPUITUPOBAHHOE BOSHUKHOBEHHE U (UJIH)
U3MEHEHUE COCTOSHUS OOBEKTOB HMH(POpMATH3aLUUU  aJIMUHUCTPALMU, JEHCTBUS
pabOTHUKOB aJIMUHUCTpaUMU M (WIM) MHBIX JIUI, YKa3bIBaIOIIME HAa BO3MOXKHBIN
(MOTEeHIMANIbHBIN ) MHIIUAEHT 3alIUThl HHPOPMAIIH.

3.45. MHuuaeHT 3amuThl HHQOpPMALMK: OJHO WM Cepus CBA3aHHBIX HEKEIaTeIbHBIX
WM HEOKUJAHHBIX COOBITUN 3alIUThl MH(GOPMALIMU, KOTOPbIE MOTYT IMPUBECTU K PUCKY
HapyILICHUs  BBIIOJHEHUS  OM3HEC-TIPOLIECCOB,  TEXHOJOTMYECKUX  IPOLIECCOB
aAMUHUCTPALMH U (MIM) HAPYIIUTH O0€30MaCHOCTh MH(OpMAIUH.

B cocraBe TUIIOB MHIMAEHTOB 3aUIUThI HH(OPMALIMK pacCMaTPUBAIOTCA:

— HECAaHKIIMOHUPOBAHHBIN 1OCTYN K HH(POPMALINH;

— HapylleHHe B O0OecleueHUH 3alMThl HMH(OpMalMHU, BKJIHOYAs HapylIEHUE padOThI
TEXHUYECKUX MEP 3allUThl HH(OPMAIIIH, MTOSBICHUE YI3BUMOCTEH 3alUThl MH(DOpMAaIUy;
— HapylieHue TpeOoBaHUU 3akoHozaaTelbcTBa Poccuiickoit ®denepaiiuu, B TOM 4HUCIE
HOPMATUBHBIX aKTOB, BHyTPEHHUX JOKYMEHTOB aJMUHHUCTpAIlMU B 00JACTH 0OECIIeYeHHUSI
3amuThl HHPOPMAIIHH;

— HapyIIEHUE perflaMeHTUPOBAaHHBIX CPOKOB BBIMOJIHEHMSI TPOLIEAYP U OIepalyii B paMKax
IIPEIOCTABIICHUS YCIIYT;

— HapylIeHHEe YCTaHOBJICHHBIX MTOKa3aTesIel Mpe10CTaBICHUs yCIyT;

— HaHeceHue (PMHAHCOBOIO yiiepOa aAMUHUCTPALINH, €€ COTPYJHIUKAM U KOHTpareHTam;

— BBINOJIHEHUE oOMNepauuid (TpaH3aKui), TPUBOIAIIMX K (PUHAHCOBBIM MOCIEICTBUSIM
aAMUHUCTPALIMH, €€ COTPYITHUKOB U KOHTPAreHTOB, OCYIIECTBICHHUE MEPEBOOB JIEHEHKHBIX
CPEIICTB MO PACTIOPSHKEHUIO JIMIL, HE 00JaJaloIIMX COOTBETCTBYIOIMMHU MOJTHOMOYUSIMU,
WIN C UCHOJIb30BAaHUEM MCK)KEHHON MH(POpMAIMK, COAEPIKALIEHCS B COOTBETCTBYIOIIUX
pacropsKeHUsIX (3JIEKTPOHHBIX COOOIIECHUSX ).



3.46. VYmnpapieHue HHIUUACHTAMH 3alllUTHl HMH(QOpPMALUU: NEATEIbHOCTh IO
CBOCBPEMEHHOMY OOHAPYXCHHIO WHIUJCHTOB 3alllUTHl MH(POpPMAIUH, aJICKBATHOMY H
ONEPAaTUBHOMY pEarMpoOBaHUIO HA HHX, HAIpaBJIEHHAs HA MUHUMU3ALUI0 M (WIN)
JUKBUJAIUIO HETATUBHBIX TIOCJIEACTBUH OT HWHUUACHTOB 3aIIUTHl HHQOpPMAIUH IS
aAMUHUCTPALIMH U (MJIM) €€ COTPYAHUKOB, a TAK)KE HA CHIYKEHHUE BEPOSITHOCTH TOBTOPHOTO
BO3HUKHOBEHUS MHIIUICHTOB 3aIUTHl HHPOPMAIUH.

3.47. T'pynma pearmpoBaHWsS Ha WHIMICHTH 3amuThl uHGopMmanuu; ['PU3U:
JEHUCTBYIOIIAsl HA TOCTOSTHHOW OCHOBE TpyTna paOOTHUKOB aIMUHUCTPAIIMU U (MJIK) UHBIX
JU1, TPUBJIEKAEMBIX €10, KOTOpas BBIMOJHSAET PErjIaMEHTUPOBAHHBIC B aJIMUHHCTPALIUU
IpOLEypbl pearupoBaHus Ha UHITUACHTHI 3aIIUTHI THOPMALIHH.

3.48. Nudopmanus koH(UIEHIUATBEHOTO XapakTepa: uHbopMaius, s KOTOpoil B
COOTBETCTBMM C 3aKOHOJaTelbcTBOM Poccuiickoit @expepanuu, B TOM YHCIIE
HOPMATUBHBIMH aKTaMH, W (WJIM) BHYTPECHHUMH JOKyMEHTaMH aJMHHHCTpALUU
00€ecIeynBaeTCsl COXpaHEHHE CBOMCTBA KOH(PUAECHIIUATBHOCTH.

3.49. YTeuka undopMaivii: HEKOHTPOJIUPYEMOE aIMUHHUCTpAIIUEN pacIpOCTpaHEHUE
uH(popManuu KOH(UIECHINATBFHOTO XapaKTepa.

3.50. 3ammTa wHGOpMaLMK OT yTEUKHU: 3allUTa WH(QOpMALMHK, HalpaBieHHAas Ha
MpEeA0TBpPAlIEHUE HEKOHTPOJIUPYEMOTO aJMUHUCTpAIIME pacpocTpaHeHUs] HHPpOopMaluuu
KOH(HUJECHIIMAIIBHOTO XapaKTepa.

3.51. CepBepHble KOMIIOHEHTBl BHPTYaJIM3allMU: COBOKYIHOCTH THIIEPBH30DAa,
TEXHUUYECKUX CPEJCTB, HEOOXOANMBIX JJIs1 (PYHKLIMOHUPOBAHUS THIIEPBU30PA, TEXHUUECKUX
CPEICTB, NPEIHA3HAYCHHBIX JUIsl YIPABJICHHUS M aJIMAHHCTPUPOBaHUSA runepsusopa, 110,
IIPEIHA3HAYEHHOr0 Ul MPEJOCTABJICHUS JOCTyNla K BUPTyalbHbIM MammHam ¢ APM
MoJIb30BaTeNeH (Harpumep, OpoKep COSTUHEHU ).

3.52. bBazoBbiii 00pa3 BUPTyaJbHOM MaIIMHBL 00pa3 BUPTYaJbHON MAaIIUHBI,
HCIIOJIb3YEMBI B KaUueCTBE EPBOHAYAIBHOI0 00pa3a Mpu 3aIycke (3arpy3ke) BUpTyalbHON
MAallUHBI.

3.53. Tekymuii o0Opa3 BUPTyaJdbHOW MaIlIMHBI: 00pa3 BUPTyaJbHOW MAaIIUHBI B
onpeaeneHHbIN (TEKYIINi) MOMEHT BpeMeHHU €€ (yHKIMOHUPOBAHUS.

3.54. WudopmalMOHHBIH  OOMEH  MEXIy  BHUPTyaIbHbIMA  MAallMHAMMU:
MEXITPOLIECCOPHOE B3aMMOJICHCTBHE, a TAK)KE CETEBbIE MH(DPOPMALIMOHHBIE TTOTOKH MEXIY
BUPTYyaJIbHBIMU MallMHAMHU, B TOM YHUCJE peaju3yeMble CpEICTBaMHU THIEPBU30pa U
BUPTYaJIbHBIMU BBIYMCIUTEIbHBIMU CETSIMHU.

3.55. CucremMa XpaHEHMs JaHHBIX BHUpPTyajlu3aluu (CHUCTEMA XPAHEHUS JAHHBIX):
COBOKYIHOCTh TEXHWYECKHX CPEACTB, NPEIHA3HAYECHHBIX I XPAHEHUS JaHHBIX,
HCIOJIb3YEMBIX TNPHU peai3allid BUPTyalIU3allid, B TOM YHUCJIEe O0pa3oB BUPTYaJIbHBIX
MaIlTiH U TaHHBIX, 00pa0aThIBAEMbIX BUPTYATHbHBIMU MAIIMHAMH.

3.56. 3amuTa OT BPEIOHOCHOTO KOJa Ha ypOBHE THUIIEPBU30pA: CIIOCOO peann3anuu
3aIIUATHI OT BPEJOHOCHOTO KOJa BUPTYAJIBHBIX MAIMH C UCIOJIB30BAHUEM ITPOrPaMMHBIX
CPEICTB 3alllMThl OT BPEJOHOCHOTO KOJa, (QPYHKIMOHUPYIOIIMX KaK OTAEJIbHbIC
BUPTyaJIbHbIE MAaIllMHbI Ha YpPOBHE THIEPBU30pa, O€3 HEMOCPECTBEHHOW YCTaHOBKHU
areHTOB Ha 3alllUIAEMbI€ BUPTYaJbHbIE MAILIUHBI.

3.57. LlenTpanu3oBaHHOE YIPABJICHUE TEXHUUECKUMU MEpPaMu 3alIUThl HH(OpMAIUK:
YIOpPABJIICHUE CPEICTBAMH W CHCTEMaMH, PEATM3YIOUIMMU TEXHUYECKHE MEPbI 3alUThI



uHbopMaIMiM, MHOXKECTBEHHO pa3MmemaeMbiMd Ha APM  nonb3oBarenet u
AKCILTyaTalMOHHOIO [TEPCOHAIA.

B cocraBe (pyHKIHMIT IEHTPaTN30BaHHOTO YIIPABJICHUS PACCMATPUBAIOTCSI:

— aBTOMAaTM3HPOBaHHbIE yCTAaHOBKAa M OOHOBIeHHE [IO TeXHWYECKHX Mep 3aIUTHI
uH(pOpMaIKH, MOTYYaeMbIX U3 €IMHOTO (3TAJIOHHOTO) UCTOYHHKA,;

— aBTOMAaTH3UPOBAHHOE OOHOBJICHHE CUTHATYPHBIX 0a3 B Cilydae UX MCIOJIb30BaHUS,
MOJIyYa€MbIX U3 €IUHOTO (3TaJOHHOI0) UCTOYHHKA, C YCTAHOBIECHHOW NMEPUOUYHOCTBIO;

— ABTOMATU3MPOBAHHOE YCTAHOBJICHHWE MAapaMETPOB HACTPOEK TEXHUYECKUX MEP
3aIUThl THPOPMALIMH, MTOTYYAEMBIX U3 €IMHOTO (3TATIOHHOTO) UCTOYHUKA;

— KOHTPOJIb 1IeJ0ocTHOCTH [1O TexHuyeckux mMep 3auiuThl HHGOpMAIH, TapaMeTPOB
HACTPOEK TEXHUYECKUX Mep 3allluThl HHPOpPMAllMMd M CUTHATYpHBIX 0a3 mpu
OCYIIECTBJICHUHU UX aBTOMATU3UPOBAHHON YCTAHOBKH U (MJIM) OOHOBJICHUY;

— KOHTPOJIb LIEIOCTHOCTH €IMHOTO (3TaJOHHOTO) McToYHMKA [1O TexHuueckux mep
3aIIUTHl UTHPOPMALIMH, [TAPAMETPOB HACTPOEK TEXHUYECKUX MEp 3aIUThl HHPOPMALIUU U
CUTHATYPHBIX 0a3;

— LEHTPAJIM30BAHHBIN COOp AAHHBIX PETUCTPALIMH O COOBITUSAX 3aIUTHI HH(OPMALUH,
(hopMHUpPYyEMBIX TEXHUYECKUMHU MEpPaMU 3alUThl HHPOPMaLIUH.

3.58. VYnpanmeHHbli pgoctyn paOOTHUKAa aAMUHUCTpauuu (yJajJ€HHBIA JOCTyN):
JIOTUYECKUW  JIOCTYIl, pEAIU3yEeMbIil HW3-3a TPEIACIOB  BBIYMCIUTEIBHBIX  CETEU
aAMUHUCTPALIMH.

3.59. Pecypc mnepcoHalbHBIX JaHHBIX: 0Oa3a JaHHBIX MJIM HMHas COBOKYIHOCTH
nepcoHanbHbIX JaHHBIX (I1JJH) MHOrHX cyOBekTOB I1/lH, 00bEIMHEHHBIX OOIIMMU LEISIMU
o0paboTkn, 00pabaThiBaEMBIX aJIMHUHHUCTPAIIME C  HMCIHOJb30BaHHMEM WIW  0Oe3
UCIIOJIb30BaHUsI 00bEKTOB HH(pOpMaTu3aiuu, B Tom uucie AC.

4. O01muye moJI0KeHus

4.1. B cocraB Mep mno obOecnedeHUt0 O€30MacHOCTH TNEPCOHAIbHBIX JIAHHBIX,
peai3yeMbIX B paMKax CHCTEMBI 3alIUThl IEPCOHATBHBIX JAHHBIX C YUYETOM aKTyalbHBIX
yrpo3 0e30MacHOCTH TMEPCOHAJBHBIX JaHHBIX W TMPUMEHSIEMBIX HH(DOPMAIIMOHHBIX
TEXHOJIOTHI, BXOJAT:

uaeHTUUKAIMSA U ayTeHTU(DHUKALUs CyObEKTOB JIOCTYNA U 0OBEKTOB JI0CTYIIA;

yTpaBlIeHUE JOCTYNIOM CyOBEKTOB OCTyIa K 00bEKTaM JOCTYTIa;

OrpaHUYEHHUE IPOTPAMMHOMN CPEIbI;

3alUTa MAIIMHHBIX HOCUTeNed HWHGOpMaluU, Ha KOTOPBIX XpaHATCS W (WJIH)
o0OpalaThIBatOTCsl IEPCOHANIbHBIE JaHHBIE (Jjajiee — MAIIMHHBIE HOCUTEIH MEPCOHATBHBIX
JAHHBIX );

perucTpaius coObITHI OE30ITaCHOCTH;

aHTUBHUPYCHAs 3allIUTA;

oOHapy:xeHue (IpeA0TBpaALIEHUE) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aIIUIIEHHOCTH IEPCOHATIBHBIX JJAHHBIX;

o0ecrniedeHne eJIOCTHOCTH HHPOPMAITMOHHON CUCTEMBI U TIEPCOHANBHBIX JTaHHBIX;

o0ecrnieyeHre JOCTYITHOCTH NEPCOHAIbHBIX JTAHHBIX;

3aIuTa Cpeibl BUPTyalln3ally;

3aIUTa TEXHUYECKUX CPEJICTB;



3amuTa MH(MOPMAIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3H U MEepeAadyn JaHHBIX;

BBISIBJICHUE WHIIMJACHTOB (OJHOTO COOBITUS WJIM TPYMIbI COOBITHI), KOTOPbIE MOTYT
NPUBECTH K COOSIM WIIM HAPYLIEHUIO (PYyHKIMOHUPOBAHUS WH(DOPMALMOHHONW CHCTEMBI U
(uMM) K BO3HUKHOBEHHUIO YIpo3 OE30MaCHOCTH TEPCOHAIBHBIX JaHHBIX (#aiee —
WHUUJEHTHI), ¥ pearnpoBaHUE Ha HUX;

ynpaBieHue KoHurypauued HHOOPMAIMOHHOW CHCTEMbl M CHCTEMbl 3alllUThI
MEPCOHAIIBHBIX TAHHBIX.

4.1.1. Mepsl 10 uaeHTUPUKALMKA U ayTeHTU(DUKAIIUN CYOBEKTOB JOCTYIa U OOBEKTOB
JocTyna JOJKHBI oOecrneunBaTh MPUCBOCHHE CYObEKTaM U OOBEKTaM JIOCTYIIa
YHUKaJIBHOTO TMpHU3HaKa (MIEHTU(PUKATOpA), CpPaBHEHUE MPEABSIBISIEMOr0 CyOBEKTOM
(oOBekTOM) mocTyna HACHTUPHUKATOpA C MEPEYHEM MPUCBOCHHBIX HACHTU(PHUKATOPOB, a
TaK)Ke IMPOBEPKY MPUHAJICKHOCTU CYOBEKTY (OOBEKTY) IOCTyIa MPEAbSIBICHHOTO UM
uneHTudukaTopa (MoATBEPKACHHUE MTOJTMHHOCTH ).

4.1.2. Mepsl MO yIpaBlI€HHUIO JOCTYNIOM CYOBEKTOB JOCTyIa K OOBEKTaM JOCTyma
JOJDKHBI OOecnieurBaTh YNpaBICHWE MpaBaMU U MPUBUIIETHSIMU CYyOBEKTOB JOCTYIIA,
pasrpaHMYeHHE JOCTyna CyOBEKTOB JOCTyna K OOBEKTaM JIOCTyna Ha OCHOBE
COBOKYIHOCTH YCTAHOBJIEHHBIX B WH(OPMAIlMOHHOW CUCTEME MPaBHJI pa3rpaHUUYECHUs
JOCTYIIa, a TAKXKE 00eCIeYnBaTh KOHTPOJIb 32 COOIIOICHUEM 3TUX IIPABUII.

4.1.3. Mepbpl 1O OrpaHMYEHUIO MPOTrPaMMHON Cpelbl JIOJKHBI 00€ecreynuBaTh
YCTAHOBKY U (MJIM) 3aIyCK TOJBKO Pa3pelIeHHOTO K UCIOJIb30BAHUIO B HH(OPMALIMOHHON
CUCTEME MPOTPAMMHOI0 00€CIEYEHUs WU UCKII0YaTh BO3MOXHOCTh YCTAHOBKU U (MJIN)
3aIlycKa 3alpelieHHOr0 K MCIHOJb30BaHUI0 B MH()OPMALIMOHHOW CHCTEME MPOTrPAMMHOIO
o0ecrneveHus.

4.1.4. Mepsl 1O 3alIUTEe MAIIMHHBIX HOCUTEIECH MEPCOHANBHBIX JAHHBIX (CPEICTB
00paOOTKM (XpaHEHUs) TEPCOHAJbHBIX JaHHBIX, CBHEMHBIX MAaLIMHHBIX HOCHUTEJEH
NEPCOHANBHBIX JAHHBIX) JOJDKHBI HCKIOYaTh BO3MOXHOCTh HECAHKIIMOHHPOBAHHOTO
J0CTYIa K MAIIMHHBIM HOCUTENSIM U XPaHAIIMMCS Ha HUX IEPCOHAIIbHBIM JJAHHBIM, a TaKKe
HECAaHKIIMOHUPOBAHHOE HCIOJIb30BAHUE ChEMHBIX MAIIMHHBIX HOCUTENEH MEepCOHAIbHBIX
JTaHHBIX.

4.1.5. Mepsl 110 perucTpaiuu coObITUN OE30MaCHOCTH JIOJKHBI 00ecreunBaTh coop,
3aMuCh, XpaHEHUE U 3aIUTY UHPOPMAITUU O COOBITHSX 0€30MaCHOCTH B UH(GOPMAIITMOHHOMN
CUCTEME, a TAK)KE€ BO3MOXXKHOCTh MPOCMOTPA U aHAJIU3a UH(OPMAIIMU O TaKUX COOBITUSAX U
pearupoBaHue Ha HUX.

4.1.6. Mepbl 10 aHTHBHPYCHOM 3alllUTE JOJDKHBI OOecreunBaTh OOHApy>KEHUE B
UH(DOPMAITMOHHOW CHUCTEME KOMIBIOTEPHBIX TPOrpaMM JMOO WHOW KOMITHIOTEPHOMU
uHbOpMallMK,  TMpeJHA3HAUEHHON A  HECAaHKIMOHUPOBAHHOTO  YHHUYTOXKEHUS,
OJIOKUpOBaHUsA, MOAU(PUKAINK, KOIMUPOBAHUS KOMIBIOTEPHOW WHGOPMAIMKN WA
HEUTpaIn3aluu CPeACTB 3alUThl HHPOPMAIUH, a TAK)XKE pearnpoBaHue Ha OOHapyKEHUE
ATUX MPOTPaMM U UHGOPMAITUH.

4.1.7. Mepsl 1o oOHapykeHUIO (TIPEIOTBPAICHUIO) BTOPXKEHUM  JOJKHBI
oOecrieunBaTh OOHApYKEHUE NEHCTBUN B MHPOPMALIMOHHON CUCTEME, HAallpaBICHHBIX Ha
HECAaHKIIMOHUPOBAHHBIM JOCTYyn K HWH(POPMALMM, CHELHAIbHbIE BO3JCUCTBUS Ha
UH(GOPMAIIMOHHYIO cHcTeMy W (WIM) MepCOHAIbHbIE JaHHbIE B UENSIX JTOObIBaHMS,
YHUUTOXKEHUS, UICKAKEHUSI U OJOKUPOBAHMS OCTYIA K MEPCOHAIBHBIM JIaHHBIM, a TaK¥Ke
pearupoBaHu€ HA 3TU JEHUCTBUSI.



4.1.8. Mepbl 10 KOHTPOJNIO (aH&INW3Y) 3ALIMILEHHOCTH  MNEPCOHAIBHBIX
JaHHBIX TOJDKHBI 00€CTIeYNBATh KOHTPOJIb YPOBHS 3aIIUILEHHOCTH MTEPCOHATBHBIX TaHHBIX,
oOpabaTeiBaeMbIX B HH(POPMAIIMOHHON CHUCTEME, IMyTEeM MPOBEACHUS CHUCTEMATUYECKUX
MEPOIPHUATHIA M0 aHATU3Y 3alIUIIEHHOCTH WH()OPMALMOHHOW CUCTEMBI U TECTHPOBAHUIO
paboTOCIIOCOOHOCTH CUCTEMBI 3AIUTHI IEPCOHATBHBIX TaHHBIX.

4.1.9. Mepsl 1o 00€CIEYCHHIO METOCTHOCTH WH(GOPMAIMOHHON CHCTEMBI U
MEPCOHAIIBHBIX JAHHBIX JOJKHBI o0ecreunBarhb oOHapyKeHHe ¢dakToB
HECAaHKI[MOHUPOBAHHOTO HApPYIIEHHUs LEJIOCTHOCTH HWH(POPMALMOHHOM CHCTEMBI MU
COJIEpKAIIMUXCSA B HEW IEPCOHAIBHBIX JAHHBIX, a TAKXKE BO3MOKHOCTH BOCCTAHOBIICHUS
MH(POPMALIMOHHON CUCTEMBI U COJIEPKALUXCS B HEH NIEPCOHANIBHBIX JAHHBIX.

4.1.10. Mepel mo o0O0OecHeYeHHI0 AOCTYNHOCTH MEPCOHAIBHBIX AAHHBIX JIOJIKHBI
o0OecnieunBaTh aBTOPU30BAHHBIN JOCTYI IMOJIb30BaTENEH, UMEIOLIUX IIpaBa 10 JO0CTYIly, K
NEPCOHANBHBIM JaHHBIM, COJEp)KalUIMMCsl B HH(OPMALMOHHOW CHUCTEME, B LITATHOM
pexume QyHKIHOHUPOBAHMS MHPOPMALIMOHHON CUCTEMBI.

4.1.11. Meppl 1o 3amure Cpeapl BUPTYAIM3alUW JOJDKHBI  MCKIIOYATh
HECAaHKIIMOHUPOBAHHBII JIOCTYNl K TEPCOHAJIbHBIM JIaHHBIM, 0O0pabaThIBA€MbIM B
BUPTYyaJIbHOW MH(PPACTPYKTYPE, U K KOMIIOHEHTAM BUPTYaJbHON HHPPACTPYKTYPHI U (MIIH)
BO3JICICTBE Ha HUX, B TOM UYHCI€ K CpPEICTBAM YIPABICHUS BUPTYyaJIbHOU
MH(DPACTPYKTYpPOil, MOHUTOPY BUPTYaJbHBIX MAallUuH (TUIIEPBU30PY), CUCTEME XPAHEHUS
JaHHBIX (BKJIIOYasg CHUCTEMY XpaHEHHsA 0O0pa30B BUPTYaJbHOM HH(PPACTPYKTYpHI), CETU
neperayd JaHHBIX 4Yepe3 3JEMEHThl BUPTYaJbHOM WM (pU3NUECKOW HHPPACTPYKTYpHI,
TOCTEBBIM ONEPALIMOHHBIM CUCTEMaM, BUPTYaJIbHBIM MalllMHaM (KOHTEHHEpaM), CUCTEME U
CETH PEIUIMKALMKM, TEPMUHAIBHBIM WM BHUPTYyaJIbHBIM YCTPONCTBaM, a TaKK€ CUCTEME
PE3EPBHOIO KOIUPOBAHUS U CO3JaBAEMBIM €10 KOIHUSM.

4.1.12. Mepsl 1O 3alIUTE TEXHUYECKUX CPEICTB JOJKHBI  HMCKIIOYAaTh
HECAaHKIIMOHMPOBAHHBIM  JTOCTYl K  CTAlMOHAPHBIM  TEXHUYECKHM  CPEICTBaM,
00pabaTbIBatOIIIM NEPCOHAJIbHBIE JAaHHBIE, CpelcTBaM, 00ecreynBaroIM
(yHKIIMOHUpPOBaHUE WH(MOPMAIIMOHHOW CHUCTEeMbl (llajiee — CpeicTBa obecredeHus
(YHKIMOHUPOBAHUS ), U B IOMEILIEHUS, B KOTOPBIX OHH MOCTOSTHHO PACIIONIOXKEHBI, 3aIUTY
TEXHUYECKUX CPEACTB OT BHEUTHUX BO3JICHCTBHI, a TAKXKE 3aIIUTY NEPCOHATIBHBIX TAHHBIX,
MPEICTABICHHBIX B BUJE€ MHPOPMATUBHBIX ANEKTPUUECKUX CUTHAIOB U (PU3NYECKUX MOJIEH.

4.1.13. Mepsl no 3anure UHGOPMAIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U
nepefaud JIaHHBIX JIOJDKHBI OOecrneurBaTh 3allUTy NEPCOHAIBHBIX JIaHHBIX MpU
B3aMMOJICHCTBUM MH(POPMAIIMOHHON CUCTEMBbl WJIHM €€ OTIEIbHBIX CETMEHTOB C HWHBIMU
MH(GOPMALIMOHHBIMU CUCTEMAMH U HUH()OPMALIMOHHO-TEJIEKOMMYHHUKALMOHHBIMU CETSIMU
MOCPEACTBOM NPHUMEHEHHUS apXUTEKTYypbl HH(DOPMALMOHHOW CHUCTEMBI U MPOEKTHBIX
pellIeHnH, HalpaBJIeHHbIX Ha o0ecreueHrne 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX.

4.1.14. Mepsl 1O BBISBICHUIO WHIUJECHTOB M PEAarupOBaHUI0 HA HHUX JIOJKHBI
oOecrieunBaTh OOHAPYKEHHE, MIACHTH(PUKAIINIO, aHATIN3 UHITUACHTOB B MHGOPMAIIMOHHON
CUCTEME, a TAKKE MPUHSITHE MEp MO YCTPAHEHUIO U IPEAYyIPEKICHNUIO MHIIUICHTOB.

4.1.15. Mepbl 1o ymnpapieHUIO KOH(purypamuei HHOOPMAMOHHOM CUCTEMBI U
CUCTEMbI 3alIMThl TNEPCOHANBHBIX JAHHBIX JOJDKHBI OOecre4YrBaTh YIpPABICHUE
U3MEHEHUsIMU KOH(pUrypauuu HHGPOPMALMOHHOM CHCTEMBl M CUCTEMBI 3allUTHI
[EPCOHAJIBHBIX JTAHHBIX, aHAJIU3 IOTEHIUAIBHOTO BO3AECHCTBHS IUIAHUPYEMbIX W3MEHEHUN



Ha o0ecrieyeHue 6e30MacHOCTH MEPCOHAIBHBIX IAHHBIX, a TAK)KE JTOKYMEHTUPOBAHHUE ITUX
W3MEHEHUM.

4.2. Beibop Mep mo obecrnedeHHI0 O€30MaCHOCTH TIEPCOHATIBHBIX JIAHHBIX,
MOJJISKAIUX pealn3aliil B HWH()OPMALMOHHOW CHCTEME B paMKaX CHUCTEMBI 3aIUThHI
MEPCOHANBHBIX JaHHBIX, BKIIIOYALT:

ompezaeneHue 0a30Boro Habopa mMep mo odecrneyeHno 0e30MacHOCTH MePCOHATBHBIX
JaHHBIX JUIsl YCTAaHOBJIEHHOTO YPOBHS 3aIIUIIIEHHOCTH MTEPCOHATBHBIX TAaHHBIX;

ajanTaiuio 0a30BOro Habopa Mep Mo OOecrneyeHUIo 0e30MacCHOCTH MEPCOHATBHBIX
JAaHHBIX C YYETOM CTPYKTYpHO-(YHKIHMOHAIBHBIX XapaKTEPUCTUK HWHOOPMAIMOHHOU
CUCTEMBbI, HMH(POPMAIMOHHBIX  TEXHOJOTUMH, OCOOEHHOCTEH  (QYHKIIMOHHUPOBAHUS
UH(GOPMAIIMOHHONW CHCTEMBbI (B TOM YHCIEe MCKIOYeHHWEe u3 0a3zoBoro Habopa Mmep,
HEMOCPEICTBEHHO CBSI3aHHBIX ¢ HHPOPMAIIMOHHBIMU TEXHOJIOTUSIMU, HE UCTIOJIb3YEMbIMU B
MH(POPMALIMOHHON CUCTEME, WM CTPYKTYpPHO-(QYHKIIMOHAIBHBIMU XapaKTEPUCTUKAMU, HE
CBOMCTBEHHBIMU UH(OPMAIITMOHHON CUCTEME);

YTOYHEHHUE aIallTUPOBAHHOTO 0a30BOro Habopa Mep Mo 00eCeUueHnI0 0€30MaCHOCTH
NEPCOHANBHBIX JAHHBIX C YYeTOM HE BBIOpAaHHBIX paHee Mep, B pe3yJbTaTe dYero
OTIPEICTSAIOTCA MEpPhl MO OOECHEeUeHHI0 OEe30MacHOCTH TMEPCOHAIBHBIX  JaHHBIX,
HAIpPaBIIEHHBIC Ha HEUTPATN3aIIMIO BCEX aKTyallbHBIX YyIpo3 O€30MacHOCTH MEPCOHATBHBIX
JTAHHBIX JUTSI KOHKPETHOW MH()OPMAIIMOHHON CUCTEMBI;

JIOTIOJIHEHUE YTOYHEHHOT0 aIallTUPOBAHHOTO 0a30BOro Habopa Mep Mo 00ECIICYEHUTO
0€30MacHOCTH MEPCOHANbHBIX JaHHBIX MepamH, OO€CIEeUUBAIOIIMMH BbIIIOJHEHHUE
TpeOOBaHUI K 3alIUTE IEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIMU MHBIMU HOPMATUBHBIMU
MPaBOBBIMU aKTaMU B 00JacTH obOecriedeHusi 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX U
3aIUTHI HH(POPMAITUH.

4.3. [Ipy HEBO3MOXKHOCTH TEXHUYECKOMN peain3aliuu OTACIIbHBIX BEIOPAHHBIX MEP 10
o0ecrnedyeHn0 0€30MacHOCTH MEPCOHATBHBIX JIAHHBIX, a TAKXKE C yU€TOM SKOHOMHUYECKOM
L[EJIeCOO0Pa3HOCTH Ha dTanax ajantaudd 0a3oBoro Habopa mep U (WJIM) yTOYHEHUs
aganTUpOBaHHOro  0Oa3oBoro  Habopa Mep  MOTYT  pa3palaThiBaThCi  HUHbBIE
(KOMIIEHCHPYIOIIME) Mephbl, HaMpaBJICHHbIE Ha HEUTpPaIM3aIUI0 aKTyalbHBIX YyTpo3
0€30MacHOCTH MEPCOHANTBHBIX JaHHBIX.

B sToMm ciydae B xoe pa3pabOoTKy CUCTEMBI 3aIIUTHI TEPCOHATBHBIX JAHHBIX TOJKHO
ObITh MPOBEAECHO OOOCHOBAaHME NMPUMEHEHHUsI KOMIIEHCUPYIOIIMX MEp A oO0ecredeHus
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

4.4. Texuuueckre Mephl 3aIIUThI TEPCOHATBHBIX JAHHBIX PEAU3YIOTCS MOCPEICTBOM
NPUMEHEHHUs CPEACTB 3alIUThl MHPOPMAIMU, B TOM YUCJIE MPOTPaMMHBIX (IPOTrPaMMHO-
anmnapaTHbIX) CPEJICTB, B KOTOPHIX OHU PEaM30BaHbl, UMEIOIIUX HEOOXOIUMbIE (PYHKIUH
0€301acHOCTH.

[Ipn wucnonb3oBaHMM B HMH(POPMALMOHHBIX CHCTEMax, CEPTUPHUIMPOBAHHBIX IO
TpeboBaHMsIM 0€30MacHOCTU MH(DOPMAITUU CPENICTB 3aIUTH HHGOPMAITUH:

B MH()OPMAIMOHHBIX cHUCTeMaxX | YpPOBHs 3allIUIIEHHOCTH TMEPCOHAIBHBIX JaHHBIX
NPUMEHSFOTCSI CpPEJICTBA 3alUThl H(popManmu He HUxKe 4 Kiacca u 4 ypoBHS TOBEpHUs, a
Tak)Ke CPeJICTBA BRIYUCIUTEIHHON TEXHUKH HE HIDKE 5 Kilacca;

B MH(GOPMAIIMOHHBIX CUCTEMAaxX 2 YPOBHS 3allMIIEHHOCTH MEPCOHANbHBIX JAaHHBIX
NPUMEHSIOTCS CPEICTBA 3allMThl HHGOPMALIMKM HE HIKE 5 Kiacca U 5 ypoBHA J0Bepus, a
TaK>Ke CPeICTBA BHIUMCINTEILHON TEXHUKH HE HIKE 5 Kilacca,



B HMHPOPMALMOHHBIX CHUCTEMax 3 ypOBHA 3allMIIEHHOCTH TMEPCOHAIbHBIX
JaHHBIX PUMEHSIOTCS CPECTBA 3alIUThl HHPOopMaIuu 6 kiacca U 6 ypoBHS JOBEpHS, a
TaK)Xe CPEeJCTBA BBIUUCINUTEILHON TEXHUKH HE HIXKE 5 Kiacca;

B MH(POPMAIIMOHHBIX cHUcTeMax 4 YpOBHS 3alUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX
NPUMEHSIOTCSI Cpe/ICTBA 3alUThl HHpOpMamu 6 kimacca U 6 YpOBHs JOBEpHs, a TaKxKe
CpelICTBa BBIYMCIUTEIBHON TEXHUKN HE HUXKE 6 Kilacca.

Kiaccbl 3amuThl ONpEneNsifoTCs B COOTBETCTBHM C HOPMATHUBHBIMU IPABOBBIMH
aKTaMH, U3IaHHBIMU B cOOTBETCTBUU C IL.I1. 13.1 m. 8 [Tonoxenus o denepanbHO ciyx0e
[0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEpKIECHHOro YkaszoMm Ilpe3nneHra
Poccuiickoit @eneparuu ot 16.09.2004 Ne 1085.

VYpoBHH f10BepHsl yCTaHABIMBAIOTCS B COOTBETCTBUM ¢ TpeOoBaHMAMH IO
0e3omacHOCTH HMH(POpPMALIUM, YCTAaHABIMBAIOIMIUMH YPOBHU JOBEpUS K CpEACTBaM
TEXHUYECKOM 3aumThl MHGOpMAlUUMU U CpeacTBaM oOecnedyeHus O0e30macHOCTH
MH()OPMAIMOHHBIX TEXHOJIOTHH (BbIUCKA), yTBepkKAeHHBIMU [Ipukazom @CTIK Poccuu
ot 02.06.2020 Ne 76.

[Ipu ncnonp30BaHNK B MH(GOPMALIMOHHBIX CUCTEMAaxX CPEACTB 3alIUThl HHPOPMALIHH,
cepTUPUIMPOBAHHBIX IO TPeOOBAaHUSAM 0€30MACHOCTU MH(OpPMAUK, YKAa3aHHbIE CPEACTBA
JOJDKHBIL OBITh CEepTU(GUIMPOBAHBI HAa COOTBETCTBUE O00S3aTENIbHBIM TPEOOBAHUSIM IIO
0e3omacHOCTH MH(OpPMAIUKU, YCTAaHOBICHHBIM HOPMATHUBHBIMHM MPABOBBIMU aKTaMU, WIIA
TpeOOBaHUIM, YKa3aHHBIM B TEXHUYECKUX YCIOBUSX (3a1aHUSIX 1O O€30MMaCHOCTH).

OyHKIMKM 0€30IaCHOCTH CPEJCTB 3allUThl MHGOpPMalUMU JOJKHBI OOECeunBaTh
BBITIOJTHEHHE MEP N0 00ECIICUEHUIO O€30MMaCHOCTH IEPCOHANIBHBIX JaHHBIX, COACPKAIIUXCS
B HacTos1en bazoBoint mozaenu.

5. Buabl yrpo3 u Mepbl ux HelTpajau3anuu

5.1. ba3oBast mojienb pa3paboTaHa C y4eTOM TOTO, UTO U3 BCEX BO3MOXKHBIX OOBEKTOB
aTaKk TMEPCOHANBHBIX JAaHHBIX HAPYIIUTENIb C HaWOOJBIIEH BEPOSTHOCTHIO BHIOEpET
HambOonee cnab0 KOHTPOJIUPYEMBIA, TAE€ €ero MAesITeNbHOCTh OyIeT OCTaBaThCs
HEOOHApYKEHHOW MaKCUMalnbHO A0iro. [loaToMy Bce KpUTHYECKHE OIepaiuu, TIe
ocymiecTBisieTcss 000e  B3aMMOJACHCTBHE CYOBEKTOB JOCTyma C  OOBEKTaMH
MH(}OpMaTU3ALNH, JOJIKHBI OCOOCHHO TIIATEbHO KOHTPOIUPOBATHCS.

5.2. OCHOBHBIMH THUIIAMH UCTOYHUKOB yTpo3 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX
SIBJISTFOTCSI:

— HeOJIaronmpuATHBIE COOBITHS TEXHOTCHHOTO XapaKTepa;

— cbou 1 0TKa3bl B paboTe 0OOBEKTOB U (WJIH) PECYPCOB JIOCTYTIA,;

— 3aBUCHUMOCTh IPOLIECCOB OJKCIUTyaTallud OOBEKTOB HWH(POpMATU3alUU  OT
WHOCTPAHHBIX MOCTABIIMKOB WY TPOBANIECPOB YCIYT;

— BHYTPEHHHME HapymuTenu Oe30macHOCTH WH(MOpMAIMu — JWIa, B TOM YHCIE
pabOTHUKK aJIMUHUCTPAlMM W PAaOOTHUKHA TOIPSAHBIX OpTaHHW3aIfi, pealnu3yIonIne
yIpo3bl 0€30MacHOCTH WHGOPMAIIUU C UCTIOIB30BAHUEM JIETAIBHO MPEIOCTABICHHBIX UM
MpaB JIOTUYECKOTO UITH (PU3NIECKOTO JOCTYTIA;

— BHEIIHKME HAPYILIUTENN 0€30MaCHOCTH MH(OpMAIUK — JIULIA, B TOM YKCIIe pAOOTHUKHU
aAMUHUCTPALIMH, PEATU3YIOIINE YIpo3bl Oe30macHOCTH UH(pOopMauu 6e3 UCI0JIb30BaHUs
JIETaJIbHO TPEAOCTABICHHBIX MPAaB JOTUYECKOTO MM (PU3UYECKOro JOCTyMa, a TaKkKe



CyOBEKTHI, HE SBJISTFOIITECS paboTHUKaMU aJIMUHUCTPALIMH, PEaTU3YIOLINe
L[EJICHANIPABJICHHBIE KOMIIBIOTEPHBIE ATAKH, B TOM YHUCJIE C LEJIbI0 JUYHOIO O0OrameHus
Wi OJIOKMpPOBAaHMA  IITAaTHOTO  (PYHKIMOHUPOBAaHUS  OW3HEC-TIPOLIECCOB  WIIU
TEXHOJIOTHYECKHX MPOLIECCOB aIMUHUCTPALUH.

5.3. K yucny Hambosee akTyallbHbIX MCTOYHHMKOB YIPO3 Ha YPOBHE aIIapaTHOTO
o0ecrniedeHus, ypoBHE CETEBOT0 000PY/I0BaHUS U YPOBHE CETEBBIX MPHUIIOKEHUN U CEPBUCOB
OTHOCATCA CIEAYIOIINE:

— cOou 1 0TKa3bl B paboTe 0OOBEKTOB JOCTYIIA;

— BHYTPEHHHE HapylIUTeIn Oe30MacHOCTH HUHMOpMaIuu (IKCIUTyaTallMOHHBIH,
BCIIOMOTATENbHBIN (TEXHUYECKUH) TMepCcoHaN), OCYIIECTBISIONIUE IeJeHapaBICHHOE
JIECTPYKTUBHOE BO3/ICMCTBUE HA OOBEKTHI IOCTYTIA;

— 3aBHUCHUMOCTBH MPOIECCOB SKCIUIyaTallud OOBEKTOB JIOCTYNMa OT WHOCTPAHHBIX
IIOCTaBUIMKOB WM MPOBAWEPOB YCIYT;

— BHELIHWE HapyLIUTENH Oe30MacHOCTH MHGOpMAaIH, 00JaJalolue 3HaAaHUSMU O
BO3MOYKHBIX YSI3BUMOCTSIX 3aIIUThl HHPOPMALINH;

— BHEIIHUE HApyHIuTeIu 0e30macHOoCTH nH(popmMaiuu, opranuzytomue DoS, DDoS u
WHBIC BUBI KOMITBIOTEPHBIX aTaK;

— KOMOWHHMpOBaHHbBIE HCTOYHHMKM YIpO3: BHEIIHUE M BHYTPEHHHE HaPYILUIUTEIH
0e3omnacHocTh UHGOPMAaIMU, TEHCTBYIOIUE COBMECTHO U (UJIM) COTJIACOBAHHO.

5.4. K yuciny nHaubosee akTyalbHbIX HMCTOYHHMKOB YIpO3 Ha YPOBHE CEpPBEPHBIX
KOMIIOHEHTOB  BHUpPTyaJHM3allid, M[POTPAMMHBIX  WHQPACTPYKTYPHBIX  CEpPBHCOB,
OTIEPAIMOHHBIX CHUCTEM, CHUCTEM YyIpaBiieHUs 0a3aMH JaHHBIX U CEPBEPOB MPUIOKEHHIM
OTHOCATCA CIEAYIOIINE:

— BHYTPEHHHE HapyUIUTENIH O0€30MacHOCTH UH(POpMaAIUK (IKCIUTyaTallMOHHBIHN
IIEPCOHAJT), OCYIIECTBIAIONINE LIEJICHANIPABICHHbIE JI€CTPYKTUBHBIE BO3JCHCTBHA Ha
pecypcehl 10CTyNa;

— BHYTPEHHHE HapyLIUTENH O€30MacHOCTH WH(OpMaluu (3IKCIUTyaTallMOHHBIN
MepcoHaj), pealu3yrolme yrpo3bl 0e30macHOCTH HWH(OpPMalMK C HUCHOJIb30BAHUEM
JIErajibHO MPEIOCTABICHHBIX MIPaB JIOTMYECKOT0 I0CTYMa;

— cbou u oTkasbl B padote I10;

— 3aBUCUMOCTB MPOILIECCOB 3KCIUTyaTallud pecypcoB aoctyna, [0 oT mHOCTpaHHBIX
MOCTaBUIMKOB WJIM MPOBAWJIEPOB YCIYT;

— BHELIHUE HapylIUTEeNH Oe30MacHOCTH MHGOpMaIK, O0Jajaloliue 3HaAaHUSMU O
BO3MOYKHBIX YSI3BUMOCTSIX 3aIIUTHI HHPOPMAIINH;

— KOMOMHHMpOBAHHBIE HCTOYHUKHU YIPO3: BHEIIHWE WU BHYTPEHHHE HAPYIINUTEIU
6e3onacHocTH UH(POpPMAIH, AEHUCTBYIOIINE B CTOBOPE.

5.5. K aucimy HanboJsiee akTyallbHBIX HCTOYHUKOB yrpo3 Ha ypoBHEe AC U MPUIIOKEHU,
DKCIUTyaTUPYEMBIX B paMKax OHM3HEC-TIPOIECCOB M TEXHOJOTHMYECKHX IPOILIECCOB
aAMUHUCTPALIMH, OTHOCSTCS CIIETYIOLIHE:

— BHYTPEHHUE HapymuTead Oe30MacHOCTH HHpopMauuu (MOJb30BaTeId U
AKCIUTyaTallMOHHbIN nepcoHan AC U NPUIIOKEHHI ), peanu3yIollue Yrpo3bl 0€30MacHOCTH
MH(}OpMaIUU C UCTIOIH30BAHUEM JIETAJIBHO MPEAOCTABICHHBIX MTPaB JIOTMYECKOTO JOCTYIIA;

— BHELIHUE HapylIUTEeNH Oe30MacHOCTH MHGOpMaIlK, 00Jajalolue 3HaAaHUSIMU O
BO3MOXHBIX YSI3BUMOCTSIX 3aIlIUThl HH(POPMALINH;



—  3aBUCUMOCTh  mpoueccoB  skcrutyatrauud AC W [OpUIIOKEHHHA — OT
MHOCTPAHHBIX MOCTABIIMKOB WJIM IPOBAIIEPOB YCIYT;

— KOMOHMHHMpOBAHHBIC HCTOUYHUKHM YTPO3: BHEIIHWE WU BHYTPEHHHE HAPYIIUTEIU
6e3omacHocTH HH(OPMALIMH, IEUCTBYIOIINE B CTOBOPE.

5.6. HauGonpmmmu BO3MOXHOCTAMU JUIsi HaHECEHHUs ymepOa MepcoHaTbHBIM
JTaHHBIM, 00pabaThIBAEMBIM aJIMUHHUCTPAIMEH, 00JIaaloT e¢ COOCTBEHHBIC paOOTHHKHU. B
TOM CJy4Yae COJEPKAHMEM JEATEIbHOCTH HApYILIUTENS SBISIETCS IMPSMOE HELEIEBOE
UCIIOJIb30BAaHUE MPEIOCTABICHHBIX MPaB (pU3MUecKoro u (WiK) Jorudeckoro gocryna. [lpu
ATOM OH OYJIET CTPEMUTBCS K COKPBITUIO CJIEJIOB CBOCH E€ATEIbHOCTH.

5.7. BHemHW# HapylmuTelb O€30MacHOCTH HHGOpPMAIlUM, KaK IPaBHIIO, HUMeEET
cOOOIIHUKA (COOOIIHUKOB) BHYTPH aAAMUHUCTpaLMH. [Ipu yCI0BUM TOKHOTO COOIIOICHUS
TpebOBaHM K 3amuTe UWHGOPMAIMU, B TOM YUCJIe TpeOOBaHUM K COAEpKaHUIO 0a30BOr0O
COCTaBa, COCTaBy Mep 3alllUuThl MH(GOPMALIUK, YCTAHOBJIEHHBIX HACTOSIIUM CTaHAApPTOM,
COONIO/IEHNs TPUHLMUIIA «3HAaTh CBOEro pabOTHUKA», pea3alus Yrpo3 BHEIITHUMU
HapyLIUTEIIMU 0€30MacHOCTH HH(OpMaluU, AEUCTBYIOIMIMMH CaMOCTOSITENbHO, 0€3
COYYaCTHUKOB BHYTPH aJIMUHHCTPALIUN, 3HAUUTEIBHO 3aTPyJHEHA.

5.8. BriOop U mpuMeHEeHHE aJMUHUCTpAIMEN Mep 3alUThl MEPCOHANBHBIX JTaHHBIX
BKJIFOYAET:

— BBIOOP Mep 3allUThI NEPCOHATBHBIX JAHHBIX;

— afganTanuio (yTOYHEHUE) IPU HEOOXOIMMOCTH BBIOPAHHOT'O COCTaBa U COAEPIKAHUS
MEp 3allUThl NEPCOHAIBHBIX JAaHHBIX C YYE€TOM MOJEIM YyIpo3 M HapylLIMTeJIen
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX JMUHUCTPALMUA U CTPYKTYPHO-(PYHKIIMOHATBHBIX
XapaKTEPUCTUK O0BEKTOB MHpOpMaTu3anuu, B ToM yucie AC, BKIIOYaeMbIX B 00JIaCTh
NpUMEHEHUS HacTosAern bazoBoil Mojenu;

— HCKJIIOYEHHE U3 0a30BOTO COCTaBa MeEp, HE CBSA3AHHBIX C HCIOJIb3YEMbIMU
UH()OPMAITMOHHBIMH TEXHOJIOTHSIMU;

— JIOTIOJIHEHHWE MPU HEOOXOAMMOCTH aJalTUPOBAHHOIO (YTOYHEHHOTO) COCTaBa H
colepKaHUs Mep 3allUThl [EPCOHAIBHBIX JIaHHBIX MEpaMH, OO0eCIeUHBaIOLIUMU
BBINIOJIHEHHE TpPEOOBaHUI K 3alMTe HMHPOpPMALMM, YCTAHOBJICHHBIX HOPMATHUBHBIMU
MPAaBOBBIMM aKTaMHU B 00JIaCTH oOecrieueHus] 0e30MacHOCTH W 3allUThl MEPCOHATBHBIX
JTAHHBIX;

— TMPUMEHEHUE MJII KOHKPETHOM 00JIacTH aJanTUPOBAHHOTO (YTOUYHEHHOTO) U
JOTIOJTHEHHOT'O COCTaBa MEP 3aLUTHI IEPCOHANBHBIX TaHHbIX.

5.9. Ilpu HEBO3MOXHOCTH TEXHHUYECKON peali3alliid OTACNbHBIX BBIOPAHHBIX MEp
3aIUTHI IEPCOHANIBHBIX IaHHBIX, a TAKXKE C yUETOM SKOHOMUYECKOM 11e71eco00pa3HOCTH Ha
sTamax ajganTtanuu (yTOuHEHHus) 0a30BOro COCTaBa MEp MOTYT pa3padaThiBaThCS HHBIC
(KOMIIEHCHPYIOIIME) MEphl, HaIpaBJICHHbIE HAa HEUTpaAIM3alUI0 yrpo3 Oe30MacHOCTH
NEPCOHANBHBIX JaHHBIX, ONPECICHHBIX B MOJAEIHU YIpo3, U HapylIUTenel 0e30MacHOCTH
MEPCOHAIBHBIX JIAHHBIX aIMUHHUCTPALINH.

B sTOM citydae anMUHHUCTpaluen 10KHO ObITh TPOBEIEHO 000CHOBAHUE TPUMEHEHHUS
KOMITEHCUPYIOUIUX MEP 3aIUThI IEPCOHANBHBIX TAHHbIX.

[IpuMeHeHre KOMIEHCUPYIOIIUX MEp 3alIUThl IEPCOHAIBHBIX JAHHBIX JOJKHO OBITH
HaInpaBJIeHO Ha 0O0pabOTKYy OMEPAIMOHHOTO PHUCKA, CBSI3AHHOTO C peaju3allied TexX ke
yrpo3 0e3omacHOCTH MH(OpPMAIMU, HA HEUTpaIU3alMI0 KOTOPBIX HAMpPAaBIIEHbI MEpPHI U3
0a30BOT0 cOCTaBa Mep 3alIUThI IEPCOHATIBLHBIX IaHHbIX ba3oBoil Mosienu, He MpUMEHsIeMbIe



aIMUHUCTpAllMEd B CBSI3M C HEBO3MOXKHOCTBIO TEXHUYECKOM peanu3auuu | (Win)
HKOHOMHUYECKOH 11eJ1eC000Pa3HOCTHIO.

5.10. CHrKeHue OnepaMoOHHOrO PHUCKA, CBSI3aHHOI'O C HapylIeHHWEeM O€30MacHOCTH
NEPCOHANBHBIX JIAHHBIX, OOECIEUMBACTCSA IyTeM HaJJIeKalIero BhIOOpA, MOBBIIICHHUS
MIOJIHOTHI ¥ Ka4€CTBa IPUMEHEHUSI COOTBETCTBYIOIIMX Mep 3aliuThl nH(popmanuu. [TonHoTta
M KayecTBO MPUMEHEHHMS MEp 3allUThl MEPCOHAIBHBIX JAHHBIX JIOCTUTAETCA
IJIAHUPOBAHUEM, pealn3alueld, TPOBEPKOW U COBEPIICHCTBOBAHUEM CHUCTEMBI 3aIUTHI
MH(POpPMAIMH, OCYIIECTBISIEMbIMA B paMKax CHCTEMbl aJIMUHUCTPALMUA U YNPaBICHUS
3aIUTON MH(OpMAalMY, a TaKKe MPUMEHEHHEM MEp 3alllUThl MEPCOHAIBHBIX JaHHBIX Ha
sTanax Xxu3HeHHOro Hukiaa AC 1 MpuIIoKEHUN.

5.11. Onenka oCTaToOYHOro ONEPALMOHHOIO PUCKA, CBSI3aHHOTO C HEMOJIHBIM HIIU
HEKAYECTBEHHBIM INPUMEHEHHEM MEp 3alllUThl IIEPCOHAIBHBIX JAHHBIX, BXOIAIIMX B
CUCTEMY 3allMThl HMH(OpPMAIMM, OCYIIECTBISAETCS B COOTBETCTBHUM C HPOILEAYpPOH,
ONpeaeNeHHOW TpeOOBaHMAMH HOPMATHBHBIX aKTOB, HAa OCHOBE OLEHKH IOKa3aTelsien
COOTBETCTBHS LEIAM PEaIU3allui CUCTEMBI 3aIUTHI.

5.12. YpoBHM 3a11UThl HH(pOpMALUK:

— YPOBEHB 3 — MUHUMAJIbHBIN;

— YPOBEHb 2 — CTaHIAAPTHBIN;

— YpOBEHB | — yCUIICHHBIN.

5.13. B anMuuuctpauuu GOpMHPYIOTCA OAWH WM HECKOJbKO KOHTYpPOB
0€30MacHOCTH, JJIsi KOTOPBIX MOKET OBITh YCTAHOBJIEH pa3HbI YPOBEHb 3aIMTHI
IIEPCOHAJIBHBIX JAHHBIX.

5.14. YpoBeHb 3alMTHl NEPCOHAIBHBIX JAHHBIX aIMUHHUCTPALUU JJII KOHKPETHOTO
KOHTYypa 0€3011aCHOCTH yCTaHABIUBAETCS C YUETOM:

— cpepbl 1eATENBHOCTH aIMUHUCTPALIUY;

— TEXHOJIOTUYECKUX MPOLIECCOB 00paOOTKH NMEPCOHATIBHBIX TAHHBIX;

— o0peMa onepallnii;

— KOJIMYECTBEHHOT'O COCTaBA COTPYIHUKOB aIMUHUCTPALUU.

5.15. AaMuHucTpanusi CaMOCTOSITENILHO OMPeAeIisieT HE0OOXOAUMOCTh UCTIONB30BaAHUS
cpeactB  kpunrtorpadpuyeckoir 3amutbl  uHPopmaruu (CK3UM) npu  o6paboTke
MEPCOHAJIbHBIX TAHHBIX, €CIIM HHOE HE MPEAYCMOTPEHO (PeAepabHBIMU 3aKOHAMU U HHBIMU
HOPMAaTUMBHBIMM TpaBOBbIMH akTamMu Poccmiickorn ®enepaunu, B TOM 4YHCIE
HOPMAaTUBHBIMH aKTaMH, CTaHAAPTAMU, TPaBUIaMH NPOo(eCCUOHATBHON NeATeTbHOCTH.

5.16. IOpuanueckue nuna Wik UHAUBUAYAJIbHBIE TPEANPUHUMATEIH, TPUBJIEKAEMbIE
aJIMMHUCTpAIMEN 17151 TpOBeIeHUS paboT O 00ECIeUEHUIO 3aIUThl THPOPMAIUH, TOTKHBI
UMETh JIMIEH3UI0O Ha JEATEIbHOCTh IO TEXHUYECKOW 3aluTe KOH(PHIESHIUAIbHON
uH(popmaIuu.

6. Orpanuuenmust
6.1. B nensax peanuzanuu ba3oBod MoJenu peXWM 3alllUTHI COTJIACHS CyObEKTa

MNEPCOHAJIBHBIX AAHHBIX Ha o6pa60TKy CT0 INEPCOHAIBHLIX MAaHHBIX IIPHUPABHUBACTCA K
PEKMMY 3allIUTBI IECPCOHAIIBHBIX JaHHBIX.



6.2. AnMuHucTpanusi oOs3aHa oOecrieuMBaTh peaju3aluio Hacrosued bazoBoi
MOJIEJIH MPU TPAHCTPAHUYHOM Mepejiaue MePCOHANIbHBIX IAHHBIX, & TAKYKE MPU BBITTOJIHEHUU
MEKIyHAPOAHBIX JOTOBOPOB.

6.3. AIMUHHUCTpAIUsl peaanu3yeT HACTOSIIYI0 ba3oByro Mojielb sl OCYIIECTBICHUS
CBOUX IIPaB U 3aKOHHBIX MHTEPECOB, a TAK)KE MPaB M 3aKOHHBIX MHTEPECOB TPETHUX JIMII,
100 11l TOCTUKEHMSI OOIIECTBEHHO 3HAUYMMBIX IEJEH MPHU YCIOBUH, YTO MPU ITOM HE
HapyIIAITCs MpaBa U CBOOOIBI CyOBEKTa MePCOHATBHBIX TAHHBIX.

7. 3akiI09MTENbHBbIE M0J0KEHHS

7.1. bazoBas Mopenb pa3paboTaHa Ha OCHOBE OINbITA, 3HAHUM M MPAKTUKU
aIMUHHCTPALIMM W HOCUT MPOTHO3HBIM xapakrtep. UeM ToyHee clellaH MpPOrHO3 B
OTHOUIIECHUU AaKTYaJIbHBIX ISl aJMUHUCTpAIMK yrpo3 Oe30macHOCTH HUHGPOPMAIMH, TEM
afexkBaTHee W A(dQexkTruBHEee OYyIyT IUIAHUPYEMble U MPEANPUHUMACMBIC YCWIHS IO
obecrnieyeHuto0 TpeOyeMOro ypoBHs 3allUThl UHPOPMAIUH.

7.2. Tlpu >TOM HENb3sl HE YYHUTHIBaTh, YTO IO MEPE U3MEHEHUSI OOCTOSTENbCTB U
TEXHOJIOTUM MCTOYHUKH YTPO3 M COMYTCTBYIOIIUE PUCKU M3MeHstoTcs. [loaTtomy bazoBas
MOJIEb MOJJICKUT MEPECMOTPY, JJISl UeTO B aIMUHUCTPAIINU JIOJKHBI OBITh YCTAHOBJICHBI
Y BBITIOJHATHCS MPOLIEAYPhl AaHAIN3a PE3YJIbTaTOB MOHUTOPUHTA YTPO3.

7.3. B caydae OTCYTCTBHUS y aIMUHUCTPALMM TOTEHIMANa, HEOOXOIUMOro Jis
caMOCTOSATENbHOM TopaboTku ba3zoBoil Mojen, OHa COBEPILIEHCTBYETCS C MPUBIICYEHUEM
CTOPOHHUX OpraHu3aluii, o0JIaaloMUX HEOOXOJMMBIM  OIBITOM, 3HAHUSMU U
KOMITETEHLIUEM.



